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About the VM-Series Firewall

The Palo Alto Networks VM-Series firewall is the virtualized form of the Palo Alto Networks next-generation
firewall. It is positioned for use in a virtualized or cloud environment where it can protect and secure
east-west and north-south traffic.

VM-Series Models

VM-Series Deployments
VM-Series in High Availability
Upgrade the VM-Series Firewall

Enable Jumbo Frames on the VM-Series Firewall

> > > > > >

Hypervisor Assigned MAC Addresses
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VM-Series Models About the VM-Series Firewall

The VM-Series firewall is available in the following models—VM-50, VM-100, VM-200, VM-300, VM-500,
VM-700, and VM-1000-HV.

All models can be deployed as guest virtual machines on VMware ESXi and vCloud Air, Citrix NetScaler SDX,
Amazon Web Services, KVM and KVM in OpenStack, and Microsoft Hyper-V and Azure; on VMware NSX,
only the VM-100, VM-200, VM-300, VM-500, and VM-1000-HYV firewalls are supported. The software

package (.xva, .ova, or .vhdx file) that is used to deploy the VM-Series firewall is common across all models.

When you apply the capacity license on the VM-Series firewall, the model number and the associated
capacities are implemented on the firewall. Capacity is defined in terms of the number of sessions, rules,
security zones, address objects, IPSec VPN tunnels, and SSL VPN tunnels that the VM-Series firewall is
optimized to handle. To make sure that you purchase the correct model for your network requirements, use
the following table to understand the maximum capacity for each model and the capacity differences by
model:

Model Sessions Security Dynamic IP Security Zones IPSec VPN SSL VPN
Rules Addresses Tunnels Tunnels

VM-50 50,000 250 1,000 15 250 250

VM-100 250,000 1,500 2,500 40 1,000 500

VM-200

VM-300 800,000 10,000 100,000 40 2,000 2,000

VM-1000-HV

VM-500 2,000,000 10,000 100,000 200 4,000 6,000

VM-700 10,000,000 20,000 100,000 200 8,000 12,000

For information on the platforms on which you can deploy the VM-Series firewall, see VM-Series
Deployments. For more information about the VM-Series firewall models, see the Palo Alto Networks
Firewall comparison tool. You can also review general information About the VM-Series Firewall.

A VM-Series System Requirements

A CPU Oversubscription

VM-Series System Requirements

Each instance of the VM-Series firewall requires a minimum resource allocation—number of CPUs, memory,
and disk space, on its host server. Use the table below to verify that you allocate the necessary hardware
resources for your VM-Series model.

When upgrading to 8.0 or the VM-Series model license, you may be required to allocate additional hardware
resources before completing your upgrade.
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About the VM-Series Firewall VM-Series Models

VM-Series Model Supported Supported vCPUs Minimum Memory Minimum Hard Drive
Hypervisors
VM-50 ESXi, KVM, Hyper-V |2 4.5GB 32GB (60GB at boot)
VM-100 ESXi, KVM, Hyper-V, |2 6.5GB 60GB
VM-200 AWS, Azure, NSX, SDX
VM-300 ESXi, KVM, Hyper-V, (2,4 9GB 60GB
VM-1000-HV AWS, Azure, NSX, SDX
VM-500 ESXi, KVM, Hyper-V, |2,4,8 16GB 60GB
AWS, Azure, NSX
VM-700 ESXi, KVM, Hyper-V, |2,4,8,16 56GB 60GB
AWS, Azure

To achieve the best performance, all of the needed cores should be available on a single CPU socket.

For operation, the VM-50 firewall requires minimum 32GB of hard drive space. However, because the VM-Series
base image is common to all models, you must allocate 60GB of hard drive space until you license the VM-50.

The number of vCPUs assigned to the management plane and those assigned to the dataplane differs
depending on the total number of vCPUs assigned to the VM-Series firewall. If you assign more vCPUs than
those officially supported by the license, any additional vCPUs are assigned to the management plane.

Total vCPUs Management Plane vCPUs Dataplane vCPUs

2 1 1
4 2 2
8 2 6
16 4 12

CPU Oversubscription

The VM-Series firewall supports CPU oversubscription on all models. CPU oversubscription allows you
deploy a higher density of VM-Series firewalls on hypervisors running on x86 architecture. You can deploy
two (2:1) to five (5:1) VM-Series firewalls per required allocation of CPUs. When planning your deployment,
use the following formula to calculate the number of VM-Series firewalls your hardware can support.

(Total CPUs x Oversub Ratio)/CPUs per firewall = total number of VM-Series firewalls

For example, at a 5:1 ratio, a host machine with 16 physical CPU and at least 180GB of memory (40 x 4.5GB)
can support up to 40 instances to the VM-50. Each VM-50 requires two vCPUs and five VM-50s can be
associated to each pair of vCPUs.

(16 CPUs x 5)/2 = 40 VM-50 firewalls
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VM-Series Models About the VM-Series Firewall

Beyond meeting the minimum VM-Series System Requirements, no additional configuration is required to
take advantage of oversubscription. Deploy VM-Series firewalls normally and resource oversubscription
occurs automatically. When planning your deployment, consider other functions, such as virtual switches,
and guest machines on the host that require hardware resources of their own.
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About the VM-Series Firewall VM-Series Deployments

VM-Series Deployments

The VM-Series firewall can be deployed on the following platforms:
1 VM-Series for VMware vSphere Hypervisor (ESXi) and vCloud Air

You can deploy any VM-Series model as a guest virtual machine on VMware ESXi; ideal for cloud or
networks where virtual form factor is required.

VM-SERIES

For details, see Set Up a VM-Series Firewall on an ESXi Server and Set Up the VM-Series Firewall on
vCloud Air.

1 VM-Series for VMware NSX

The VM-100, VM-200, VM-300, VM-500, or VM-1000-HV is deployed as a network introspection
service with VMware NSX, and Panorama. This deployment is ideal for east-west traffic inspection, and
it also can secure north-south traffic.

For details, see Set Up the VM-Series Firewall on VMware NSX

1 VM-Series for Citrix SDX

VM-100, VM-200, VM-300, or VM-1000-HV is deployed as guest virtual machine on Citrix NetScaler
SDX; consolidates ADC and security services for multi-tenant and Citrix XenApp/XenDesktop
deployments.

=
SVM ADC
Hypervisor
Citrix Netscaler SDX
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VM-Series Deployments About the VM-Series Firewall

For details, see Set Up a VM-Series Firewall on the Citrix SDX Server

VM-Series for Amazon Web Services (AWS)

You can deploy any VM-Series model, except the VM-50, on EC2 instances on the AWS Cloud.
For details, see Set Up the VM-Series Firewall on AWS.

VM-Series for Kernel Virtualization Module (KVM)

You can deploy any VM-Series model on a Linux server that is running the KVM hypervisor. For details,
see Set Up the VM-Series Firewall on KVM.

VM-Series for Microsoft Hyper-V

You can deploy any VM-Series model on a Windows Server 2012 R2 server with the Hyper-V role add-on
enabled or a standalone Hyper-V 2012 R2 server. For details, see Set Up the VM-Series Firewall on
Hyper-V.

VM-Series for Microsoft Azure

You can deploy any VM-Series model, except the VM-50, on the Azure VNet.
For details, see Set up the VM-Series Firewall on Azure.

VM-Series for OpenStack

You can deploy any VM-Series model on KVM in your OpenStack environment. For details, see Set Up
the VM-Series Firewall on OpenStack.
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About the VM-Series Firewall VM-Series in High Availability

High availability (HA) is a configuration in which two firewalls are placed in a group and their configuration
is synchronized to prevent a single point of failure on your network. A heartbeat connection between the
firewall peers ensures seamless failover in the event that a peer goes down. Setting up the firewalls in a
two-device cluster provides redundancy and allows you to ensure business continuity. In an HA
configuration on the VM-Series firewalls, both peers must be deployed on the same type of hypervisor, have
identical hardware resources (such as CPU cores/network interfaces) assigned to them, and have the set
same of licenses/subscriptions. For general information about HA on Palo Alto Networks firewalls, see High
Availability.

The VM-Series firewalls support stateful active/passive or active/active high availability with session and
configuration synchronization. The only exceptions are the following:

e The VM-Series firewall on the Amazon Web Services (AWS) cloud supports active/passive HA only. For
details, see High Availability for VM-Series Firewall on AWS.

e HA is not relevant for the VM-Series firewall for VMware NSX.

The active/active deployment is supported in virtual wire and Layer 3 deployments, and is only recommended for
networks with asymmetric routing.

Features/ Links Supported ESX KVM SDX AWS NSX Hyper-V Azure
Active/Passive HA No No
Active/Active HA No No No
HA 1 No No
HA2—(session synchronization and No No
keepalive)

HA3 No No No

For instructions on configuring the VM-Series firewall as an HA pair, see Configure Active/Passive HA and
Configure Active/Active HA.
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Upgrade the VM-Series Firewall About the VM-Series Firewall

Upgrade the PAN-QOS Software Version (Standalone Version)
Upgrade the PAN-OS Software Version (VM-Series for NSX)
Upgrade the VM-Series Model

Upgrade the VM-Series Model in an HA Pair

> > > > >

Upgrade Panorama 7.1 to Panorama 8.0

For instructions on installing your VM-Series firewall, see VM-Series Deployments.

Upgrade the PAN-OS Software Version (Standalone Version)

Now that the VM-Series firewall has network connectivity and the base PAN-OS software is installed,
consider upgrading to the latest version of PAN-OS. Use the following instructions for firewalls that are not
deployed in a high availability (HA) configuration. For firewalls deployed in HA, refer to the PAN-OS 8.0 New
Features Guide.

Upgrade PAN-OS Version (Standalone Version)

Verify that there enough hardware resources available to the VM-Series firewall. Refer to the
VM-Series System Requirements to see the new resource requirements for each VM-Series model.
Allocate additional hardware resources before continuing the upgrade process. The process for
assigning additional hardware resources differs on each hypervisor.

From the web interface, navigate to Device > Licenses and make sure you have the correct VM-Series
firewall license and that the license is activated.

On the VM-Series firewall standalone version, navigate to Device > Support and make sure that you
have activated the support license.

(Required for a firewall that is in production) Save a backup of the current configuration file.
Select Device > Setup > Operations and click Export named configuration snapshot.

Select the XML file that contains your running configuration (for example, running-config.xml) and
click OK to export the configuration file.

Save the exported file to a location external to the firewall. You can use this backup to restore the
configuration if you have problems with the upgrade.

Check the Release Notes to verify the Content Release version required for the PAN-QOS version. The
firewalls you plan to upgrade must be running the Content Release version required for the PAN-OS
version.

Select Device > Dynamic Updates.

Check the Applications and Threats or Applications section to determine what update is currently
running.

If the firewall is not running the required update or later, click Check Now to retrieve a list of
available updates.

Locate the desired update and click Download.
After the download completes, click Install.
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About the VM-Series Firewall Upgrade the VM-Series Firewall

Upgrade PAN-OS Version (Standalone Version)

Upgrade the PAN-OS version on the VM-Series firewall.
Select Device > Software.

Click Refresh to view the latest software release and also review the Release Notes to view a
description of the changes in a release and to view the migration path to install the software.

Click Download to retrieve the software then click Install.

If you are upgrading from PAN-OS 7.1 to PAN-OS 8.0, transition your VM-Series firewall from a 40GB
hard disk to a 60GB hard disk.

On your hypervisor, attach a new 60GB hard drive to the VM-Series firewall. This new disk must be
60GB. The firewall will return an error if another value is assigned.

Access the firewall CLI.

Use the following CLI command to create a new disk partition to copy the data from the original
system disk to the new system disk.

> request system clone-system-disk target sdb

Return to your hypervisor and power off the VM-Series firewall.
Remove the original system disk.

Power on the VM-Series firewall.

Upgrade the PAN-OS Software Version (VM-Series for NSX)

For the VM-Series Firewall NSX edition, use Panorama to upgrade the software version on the firewalls.

Upgrade VM-Series NSX Edition Firewalls Using Panorama

Allocate additional hardware resources |Verify that there are enough hardware resources available to the
to your VM-Series firewall. VM-Series firewall. Refer to the VM-Series System Requirements
to see the new resource requirements for each VM-Series model.
Allocate additional hardware resources before continuing the
upgrade process. The process for assigning additional hardware
resources differs on each hypervisor.

Save a backup of the current Select Device > Setup > Operations and click Export
configuration file on each managed Panorama and devices config bundle. This option is used to
firewall that you plan to upgrade. manually generate and export the latest version of the
Although the firewall will configuration backup of Panorama and of each managed
automatically create a backup of device.
the configuration, it is a best Save the exported file to a location external to the firewall.
practice to create a backup prior You can use this backup to restore the configuration if you
to upgrade and store it externally. have problems with the upgrade.
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Upgrade the VM-Series Firewall

About the VM-Series Firewall

Upgrade VM-Series NSX Edition Firewalls Using Panorama (Continued)

Check the Release Notes to verify the
Content Release version required for the
PAN-QOS version.

The firewalls you plan to upgrade must

be running the Content Release version
required for the PAN-OS version.

Select Panorama > Device Deployment > Dynamic Updates.

Check for the latest updates. Click Check Now (located in the
lower left-hand corner of the window) to check for the latest
updates. The link in the Action column indicates whether an
update is available. If a version is available, the Download link
displays.

e e

Click Download to download a selected version. After
successful download, the link in the Action column changes
from Download to Install.

Click Install and select the devices on which you want to
install the update. When the installation completes, a check
mark displays in the Currently Installed column.

Deploy software updates to selected
firewalls.

If your firewalls are configured in
HA, make sure to clear the Group
HA Peers check box and upgrade
one HA peer at a time.

Select Panorama > Device Deployment > Software.

Check for the latest updates. Click Check Now (located in the
lower left-hand corner of the window) to check for the latest
updates. The link in the Action column indicates whether an
update is available.

Review the File Name and click Download. Verify that the
software versions that you download match the firewall
models deployed on your network. After successful
download, the link in the Action column changes from
Download to Install.

Click Install and select the devices on which you want to
install the software version.

Select Reboot device after install, and click OK.

If you have devices configured in HA, clear the Group HA
Peers check box and upgrade one HA peer at a time.

Verify the software and Content Release
version running on each managed device.

Select Panorama > Managed Devices.

Locate the device(s) and review the content and software
versions on the table.

URL GlobalProtect
Fitering | Client

[ ] DEVies peviceName | conn. | Template
Goup | -

Software | Apps and

i
Version  Threat WildFire

Antivirus

¥ Branch (1/1 Devices Connected)

[ Branch 862-1186 4061
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About the VM-Series Firewall Upgrade the VM-Series Firewall

Upgrade the VM-Series Model

The licensing process for the VM-Series firewall uses the UUID and the CPU ID to generate a unique serial
number for each VM-Series firewall. Hence, when you generate a license, the license is mapped to a specific
instance of the VM-Series firewall and cannot be modified.

Use the instructions in this section, if you are:
e Migrating from an evaluation license to a production license.

e Upgrading the model to allow for increased capacity. For example you want to upgrade from the VM-100
to the VM-300 license.

Upgrade the VM-Series Capacity

Enable automatic VM-Series license Before upgrading your VM-Series firewall capacity, Install a
deactivation. License Deactivation API Key.
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Upgrade the VM-Series Firewall About the VM-Series Firewall

Upgrade the VM-Series Capacity (Continued)

Upgrade the license on the Customer Log in to the Palo Alto Networks Customer Support portal.
Support portal. Select Assets > Devices and search for your firewall by the
Skip this step if you are upgrading serial number.

the capacity with an

. Select the Action icon to open the Device Licenses window.
authorization code.

Select Activate Upgrade License and enter the authorization
code for the higher capacity VM.

DEVICE LICENSES
Serial Number: [ NNRNREGNGNGN
Model: PAN-PAVM-300-HV
Device Name: NS

Featu Authaorization Code Expiration Date Actions

AutoFocus Device License [ ] 06/10/2021 v
PAVIM [ ] Perpetual x
ACTIVATE LICENSES

® Activate Auth-Code

Activate Trial License

AUTH-CODE ACTIVATION

Authorization Code:

Select Agree and Submit.

(Optional) If your VM-Series firewall does not have direct
internet access, download the capacity upgrade license key.

Select Assets > Devices and search for your firewall by the
serial number.

Under the License column, select the download icon next to
PA-VM to download the license key.

Save the license key to a location the VM-Series firewall can
access.

License

Threat Prevention x
BrightCloud URL Filtering x
PAN-DB URL Filtering =
GlobalProtect Gateway ®
GlobalProtect Portal »
Premium Support ®

WildFire License

Allocate additional hardware resources |Before initiating the capacity upgrade, you must verify that enough
to your VM-Series firewall. hardware resources are available to the VM-Series firewall to
support the new capacity. The process for assigning additional
hardware resources differs on each hypervisor.

To check the hardware requirements for your new VM-Series
model, see VM-Series Models.

Although the capacity upgrade does not require a reboot of the
VM-Series firewall, you need to power down the virtual machine to
change the hardware allocation.

20 e VM-Series 8.0 Deployment Guide © Palo Alto Networks, Inc.



About the VM-Series Firewall Upgrade the VM-Series Firewall

Upgrade the VM-Series Capacity (Continued)

Upgrade the capacity. Select Device > Licenses > Upgrade Capacity and then activate

your licenses and subscriptions in one of the following ways:

o Retrieve license keys from license server—Use this option if
you activated your license on the Customer Support portal.

e Manually upload license key—Use this option if your firewall
does not have connectivity to the Palo Alto Networks Customer
Support web site. In this case, you must download a license key
file from the support site on an Internet connected computer
and then upload to the firewall.

e Use an authorization code—Use this option to upgrade the
VM-Series capacity using an authorization code for licenses that
have not been previously activated on the support portal. When
prompted, enter the Authorization Code and then click OK.

Verify that your firewall capacity license |On the Device > Licenses page, verify that the license was
upgrade is successful. successfully activated.

Upgrade the VM-Series Model in an HA Pair

Because a license upgrade requires some critical processes to restart, pairing firewalls into HA mode is
recommended to minimize the impact to service. This process is similar to that of upgrading the PAN-OS
version of an HA pair. During the upgrade process, session synchronization continues, if you have it enabled.

Configuration sync is automatically disabled when a capacity mismatch is detected and remains disabled until the
mismatch is resolved. Therefore, configuration changes during the upgrade process are not recommended.

If the firewalls in the HA pair have different major software versions (such as 7.1 and 8.0) and different capacities,
both devices will enter the Suspend state. Therefore, it is recommended that you make sure both firewalls are
running the same version of PAN-OS before upgrading the capacity.

Upgrade the Capacity License in an Active-Passive HA Pair

Upgrade the capacity license of the Follow the procedure to Upgrade the VM-Series Capacity.
passive firewall. After critical processes restart on passive device, it will be the new
VM-Series model. This upgraded firewall enters the non-functional
state due to the capacity mismatch between it and the active

firewall.
Upgrade the capacity license of the Follow the procedure to Upgrade the VM-Series Capacity.
active firewall. When the capacity upgrade of the active firewall is complete, the

passive firewall then becomes active. After the critical processes
restart, the previously active firewall enters the initial state and
becomes the passive pair member with its new capacity.
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Upgrade Panorama 7.1 to Panorama 8.0

When you upgrade Panorama in your VMware NSX deployment from 7.1 to 8.0, all your existing
configuration is maintained. However, that configuration will remain in pre-8.0 formats and any
configuration you create after upgrading will be in post-8.0 formats. Complete the following procedure to
move your pre-8.0 configuration into post 8.0 formats.

Move Pre-8.0 Configuration to Post-8.0 Configuration

Upgrade Panorama. The VMware NSX plugin is automatically installed upon upgrade to
8.0.

Update the match criteria format in your Select Objects > Address Groups and click the link name for

dynamic address groups. your first dynamic address group.

Delete the existing match criteria entry.

Enter the new match criteria in the following format:
‘_nsx_<dynamic-address-group-name>’

Click OK.

Repeat this process for each dynamic address group.

Change security policy used as NSX Select Policies > Security > Pre Rules and click the link name
steering rules to intrazone. for your first security policy rule.

On the General tab, change the Rule Type to intrazone.
Click OK.

Repeat this process for each security policy rule.

Generate new steering rules. Select Panorama > VMware NSX > Steering Rules.

Click Auto-Generate Steering Rules.

Commit your changes. When you commit your changes, Panorama pushes updates to
NSX Manager.
Verify that NSX Manager created new security groups.

Login to vCenter and select Networking & Security >
Security Groups.

The new security groups (mapped to the updated dynamic
address groups) should appear in the following format:

<service-definition-name> - <dynamic-address-group-name>
Verify that NSX Manager created new steering rules.
Select Networking & Security > Firewall > Configuration >
Partner security services.
The new steering rules (mapped to the security policy rules
you create on Panorama) are listed above the old steering

rules.
Delete the old steering rules from Select Networking & Security > Firewall > Configuration >
vCenter. Partner security services.

Delete the old steering rules.

Delete the old security groups from Select Networking & Security > Security Groups.

vCenter. Delete the old security groups.
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About the VM-Series Firewall Enable Jumbo Frames on the VM-Series Firewall

By default, the maximum transmission unit (MTU) size for packets sent on a Layer 3 interface is 1500 bytes.
This size can be manually set to any size from 512 to 1500 bytes on a per-interface basis. Some
configurations require Ethernet frames with an MTU value greater than 1500 bytes. These are called jumbo
frames.

To use jumbo frames on a firewall you must specifically enable jumbo frames at the global level. When this
is enabled, the default MTU size for all Layer 3 interfaces is set to a value of 9192 bytes. This default value
can then be set to any value in the range of 512 to 9216 bytes.

After setting a global jumbo frame size it becomes the default value for all Layer 3 interfaces that have not
explicitly had an MTU value set at the interface configuration level. This can become a problem if you only
want to exchange jumbo frames on some interfaces. In these situations, you must set the MTU value at every
Layer 3 interface that you do not want to use the default value.

The following procedure describes how to enable jumbo frames on a firewall, set the default MTU value for
all Layer 3 interfaces and to then set a different value for a specific interface.

Enable Jumbo Frames and Set MTU Values

Enable jumbo frames and Select Device > Setup > Session and edit the Session Settings section.
set a default global MTU
value.

Select Enable Jumbo Frame.

Enter a value for Global MTU.

The default value is 9192. The range of acceptable values is: 512 - 9216.
Click OK.

A message is displayed that informs you that enabling or disabling Jumbo
Frame mode requires a reboot and that Layer 3 interfaces inherit the Global
MTU value.

Click Yes.

A message is displayed to inform you that Jumbo Frame support has been
enabled and reminds you that a device reboot is required for this change to
be activated.

Click OK.
Click Commit.

Set the MTU value for a Select Network > Interfaces.
Layer 3 interface and
reboot the firewall.

The value set for

Select an interface of the Layer3 Interface type.
Select Advanced > Other Info.

the interface Enter a value for MTU.
overrides the The default value is 9192. The range of acceptable values is: 512 - 9216.
global MTU value. Click OK.

Click Commit.

Select Device > Setup > Operations and select Reboot Device.
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Hypervisor Assigned MAC Addresses About the VM-Series Firewall

By default, the VM-Series firewall uses the MAC address assigned to the physical interface by the
host/hypervisor and use that MAC address on the VM-Series firewall deployed with Layer 3 interfaces. The
firewall can then use the hypervisor assigned MAC address in its ARP responses. This capability allows
non-learning switches, such as the VMware vSwitch to forward traffic to the dataplane interface on the
firewall without requiring that promiscuous mode be enabled on the vSwitch. If neither promiscuous mode
nor the use of hypervisor assigned MAC address is enabled, the host will drop the frame when it detects a
mismatch between the destination MAC address for an interface and the host-assigned MAC address.

There is no option to enable or disable the use of hypervisor assighed MAC addresses on AWS and Azure. It is
enabled by default for both platforms and cannot be disabled.

If you are deploying the VM-Series firewall in Layer 2, virtual wire, or tap interface modes, you must enable
promiscuous mode on the virtual switch to which the firewall is connected. The use of hypervisor assigned
MAC address is only relevant for Layer 3 deployments where the firewall is typically the default gateway for
the guest virtual machines.

When you enable hypervisor assigned MAC address functionality on the VM-Series firewall, make note of
the following requirements:

e [IPv6 Address on an Interface—In an active/passive HA configuration, Layer 3 interfaces using IPvé
addresses must not use the EUI-64 generated address as the interface identifier (Interface ID). Because
the EUI-64 uses the 48-bit MAC address of the interface to derive the IPv6 address for the interface, the
IP address is not static. This results in a change in the IP address for the HA peer when the hardware
hosting the VM-Series firewall changes on failover, and leads to an HA failure.

e Lease on an IP Address—When the MAC address changes, DHCP client, DHCP relay and PPPoE
interfaces might release the IP address because the original IP address lease could terminate.

e MAC address and Gratuitous ARP—VM-Series firewalls with hypervisor assigned MAC addresses in a
high-availability configuration behave differently than the hardware appliances with respect to MAC
addressing. Hardware firewalls use self-generated floating MAC addresses between devices in an HA
pair, and the unique MAC address used on each dataplane interface (say eth 1/1) is replaced with a virtual
MAC address that is common to the dataplane interface on both HA peers. When you enable the use of
the hypervisor assigned MAC address on the VM-Series firewall in HA, the virtual MAC address is not
used. The dataplane interface on each HA peer is unique and as specified by the hypervisor.

Because each dataplane interface has a unique MAC address, when a failover occurs, the now active
VM-Series firewall must send a gratuitous ARP so that neighboring devices can learn the updated
MAC/IP address pairing. Hence, to enable a stateful failover, the internetworking devices must not block
or ignore gratuitous ARPs; make sure to disable the anti-ARP poisoning feature on the internetworking
devices, if required.

Disable Use of Hypervisor Assigned MAC Address

To allow the VM-Series firewall to use the interface MAC addresses provided by the host/hypervisor:
Select Device > Management > Setup.

Disable (clear) the option to Use Hypervisor Assigned MAC Address.

When the MAC address change occurs, the firewall generates a system log to record this transition and the
interface generates a gratuitous ARP.

Commit the change on the firewall. You do not need to reboot the firewall.
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License the VM-Series Firewall

Before you can start using your VM-Series firewall to secure east-west and north-south traffic on your
network, you must activate the licenses for the services you purchased to secure your network.

If you are an authorized CSSP partner, see Licenses for Cloud Security Service Providers (CSSPs) for
information that pertains to you.

For details on creating a support account and activating the licenses:
License Types—VM-Series Firewalls

Serial Number and CPU ID Format for the VM-Series Firewall

Create a Support Account

Register the VM-Series Firewall

Switch Between the BYOL and the PAYG Licenses

Activate the License

Deactivate the License(s) (to release the licenses attributed to a firewall)

Licensing API

> > > > > > > > >

Licenses for Cloud Security Service Providers (CSSPs)
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License Types—VM-Series Firewalls License the VM-Series Firewall

The following licenses and subscriptions are available for the VM-Series firewall:

Capacity License—The VM-Series firewall requires a base license, also called a capacity license, to enable
the model number (VM-100, VM-200, VM300, or VM-1000-HV) and the associated capacities on the
firewall. Capacity licenses can be perpetual or term-based:

- Perpetual License—A license with no expiration date, it allows you to use the VM-Series firewall at
the licensed capacity, indefinitely. Perpetual licenses are available for the VM-Series capacity license
only.

- Term-Based License—A term-based license allows you to use the VM-Series firewall for a specified
period of time. It has an expiration date and you will be prompted to renew the license before it
expires. Term-based licenses are available for the capacity licenses, support entitlements, and
subscriptions.

Further, capacity licenses are available as an Individual version or an Enterprise version. The Individual
version is in multiples of 1. The orderable SKU, for example PA-VM-300, includes an auth code to license
one instance of the VM-Series firewall. The Enterprise version is available in multiples of 25. For example,
the orderable SKU PAN-VM-100-ENT has a single auth code that allows you to register 25 instances of
the VM-100.

Support—In addition to the capacity license, you need a support entitlement that provides access to
technical support and software updates.

Subscriptions—Optionally, you may purchase one or more subscription licenses for Threat Prevention,
PAN-DB URL Filtering, AutoFocus™, GlobalProtect™, and WildFire™. These subscriptions allow you to
enforce policies that safely enable applications and content on the network. For example, the Threat
Prevention subscription, allows you to obtain content updates that include the most up-to-date threat
information for malware detection.

VM-Series Firewall for NSX Licenses

In order to automate the provisioning and licensing of the VM-Series firewall for NSX in the VMware
integrated NSX solution, two license bundles are available:

One bundle includes the VM-Series capacity license (VM-100, VM-200, VM-300, VM-500, or
VM-1000-HV only), Threat Prevention license and a premium support entitlement.

Another bundle includes the VM-Series capacity license (VM-100, VM-200, VM-300, VM-500, or
VM-1000-HV only) with the complete suite of licenses that includes Threat Prevention, GlobalProtect,
WildFire, PAN-DB URL Filtering, and a premium support entitlement.

VM-Series Firewall in Amazon Web Services (AWS) and Azure Licenses

You can license the VM-Series firewall in AWS and Azure in two ways:

Bring Your Own License (BYOL)—A license that is purchased from a partner, reseller, or directly from
Palo Alto Networks. Capacity license, support license, and subscription licenses are supported for BYOL.
With this option, you must apply the license after you deploy the VM-Series firewall.
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e Usage-Based License—Also called a pay-per-use or pay-as-you-go (PAYG) license. This type of license can
be purchased from the AWS Marketplace and the Azure public Marketplace. Usage-based licenses are
not available on the Azure Government Cloud Marketplace.

AWS supports hourly and annual PAYG options; Azure supports the hourly PAYG option only.

With the usage-based licenses, the firewall is prelicensed and ready for use as soon as you deploy it; you
do not receive an auth code. When the firewall is stopped or terminated on the AWS or Azure console,
the usage-based licenses are suspended or terminated.

Usage-based licenses are available in the following pricing bundles:

- Bundle 1: Includes the VM-Series capacity license (VM-300 only), Threat Prevention license that
includes IPS, AV, malware prevention, and a premium support entitlement.

- Bundle 2: Includes the VM-Series capacity license (VM-300 only), Threat Prevention (includes IPS,
AV, malware prevention), GlobalProtect, WildFire, PAN-DB URL Filtering licenses, and a premium
support entitlement.

If you have an evaluation copy of the VM-Series firewall and would like to convert it to a fully licensed (purchased)
copy, clone your VM-Series firewall and use the instructions to register and license the purchased copy of your
VM-Series firewall. For instructions, see Upgrade the VM-Series Firewall.

You cannot switch between the PAYG and the BYOL licenses. To move from PAYG to BYOL, contact your
Palo Alto Networks channel partner or sales representative to purchase a BYOL license and get a BYOL auth
code that you can use to license your firewall. If you have deployed your firewall and want to switch the
license, see Switch Between the BYOL and the PAYG Licenses.
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When you launch an instance of the VM-Series firewall, each instance of the firewall is uniquely identified
using the CPU ID and serial number of the firewall. The format of the CPU ID and the serial number include
information on the hypervisor and the license type for each instance of the VM-Series firewall.

o With the usage-based licensing model of the VM-Series firewalls, at launch the firewall generates a serial
number and CPU ID, and you use these details to Register the Usage-Based Model of the VM-Series

Firewall in AWS and Azure (no auth code).

o With the BYOL model, you must Register the VM-Series Firewall (with auth code) on the Customer
Support portal (CSP). For a firewall with direct internet access, you can apply the auth code on the firewall
to generate a license file that includes the serial number. For a firewall that is offline, you must use the
CSP to input the CPU ID, UUID, and the auth code to generate a license file that includes the serial
number and install the license on the firewall.

License Type Serial Number

CPUID

BYOL 15 digits, all numeric
Example: 0071 51 345678909

<Hypervisor>:<ActualCPUID>
Example: ESX:12345678

PAYG 15 digits, alphanumeric
Example: 4 DEOYTAYOGMYYTN

<Hypervisor>:<Instance-ID>:<CloudProductCode>:<
CloudRegion>

Example:
AWSMP:1234567890abcdef0:6kxdw3bbmdeda3o6i
1ggqtdkm:us-westl
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License the VM-Series Firewall Create a Support Account

A support account is required to access software updates and to get technical support or open a case with
Palo Alto Networks technical support.

For all licensing options except for usage-based licenses that are currently only available in AWS, you require
a support account so that you can download the software package required to install the VM-Series firewall.
The support account also allows you to view and manage all assets—appliances, licenses, and subscriptions—
that you have registered with Palo Alto Networks.

If you have an existing support account, continue with Register the VM-Series Firewall.

Create a Support Account

Go to https://www.paloaltonetworks.com/support/tabs/overview.html.

Click the Register link (bottom of the page), and enter the corporate email address to associate with the
support account.
Pick one of the following options and fill in the details in the user registration form:
o (For the usage-based license in AWS)
Click Register your Amazon Web Services VM-Series Instance
On the AWS Management Console, find the AWS Instance ID, AWS Product Code, and the AWS Zone in
which you deployed the firewall.
Fill in the other details.
e (For all other licenses)
Click Register device using Serial Number or Authorization Code
Enter the capacity auth code and the sales order number or customer ID.
Fill in the other details.
Submit the form. You will receive an email with a link to activate the user account; complete the steps to
activate the account.
After your account is verified and the registration is complete, you can log in to the support portal.
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When you purchase a VM-Series firewall, you receive an email that includes an auth code for a capacity
license for the VM-Series model, a support entitlement auth code (for example, PAN-SVC-PREM-VM-100
SKU), and one or more auth codes for the subscription licenses. To use the auth code(s), you must register
the code to the support account on the Palo Alto Networks Customer Support web site. In the case of the
VMware integrated NSX solution, the email contains a single authorization code that bundles the capacity
license for one or more instances of the VM-1000-HV model, the support entitlement, and one or more
subscription licenses.

For the usage-based licenses in AWS, you do not receive an auth code. However, in order to activate your
premium support entitlement with Palo Alto Networks, you must create a support account and register the
VM-Series firewall on the Palo Alto Networks Customer Support web site.

Use the instructions in this section to register the capacity auth code or firewall with your support account:
A Register the VM-Series Firewall (with auth code)

A Register the Usage-Based Model of the VM-Series Firewall in AWS and Azure (no auth code)

Register the VM-Series Firewall (with auth code)

Register the VM-Series Firewall (with auth code)

Log in to the Palo Alto Networks Customer Support web site with your account credentials. If you need a
new account, see Create a Support Account.

Select Assets and click Add VM-Series Auth-Codes.

HOME | ACCOUNT | MEMBERS GROUPS

Devices | Spares | VM-Series Auth-Codes

Add VM-Series Auth-Code |
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License the VM-Series Firewall Register the VM-Series Firewall

Register the VM-Series Firewall (with auth code)

In the Add VM-Series Auth-Code field, enter the capacity auth code you received by email, and click the
checkmark on the far right to save your input. The page will display the list of auth codes registered to your
support account.

You can track the number of VM-Series firewalls that have been deployed and the number of licenses that are
still available for use against each auth code. When all the available licenses are used, the auth code does not
display on the VM-Series Auth-Codes page. To view all the assets that are deployed, select Assets > Devices.

7w

es | Spares | VM-Series Auth-Codes

Add VM-Series Auth.Code 9 Auth Code Bearch
futh Code Quantity Remaining Part Desription Actions

15388075 1 Palo Alto Networks Yi-100 z  RegisterVM

72624 a2 Paild Allo Nebworks VIV-100 Entarpnse, quaniity 25 x  Regslar VM

VAR 1 Faila All Networks V4100 T HogisiorvM

WB325262 1 Palo Ao Networks V-300 *  RegistervM

15111353 1% Palo Alto Networks VW-300-HV. quantity 26 = Rogister VM

IS85RET! 1 Palo Allo Networks VA-300, quantity 28 *  Regisior VM

Register the Usage-Based Model of the VM-Series Firewall in AWS and
Azure (no auth code)

Before you begin the registration process, log in to the VM-Series firewall and jot down the serial number
and the CPU ID (UUID is optional) from the dashboard.

Register the Usage-Based Model of the VM-Series Firewall in AWS and Azure (no auth code)

On the Assets tab (after you log in to the Palo Alto Networks Customer Support web site), click Register
New Device.

e

=R o

[Expon Te C5V

Select Register usage-based VM-Series models (hourly/annual) purchased from public cloud
Marketplace.

Select your Cloud Marketplace vendor and Submit.
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Register the VM-Series Firewall License the VM-Series Firewall

Register the Usage-Based Model of the VM-Series Firewall in AWS and Azure (no auth code) (Continued)

Enter the Serial #, the CPU ID, and the UUID of the VM-Series firewall.

For example, from the Dashboard of the VM-Series firewall on Azure you will see the following
information.

General Information

Device Name T

X |

MGT IP Address

MGT Netmask

MGT Default Gateway

MGT IPvE Address

MGT IPvE Link Local Address
MGT IPvE Default Gateway
MGT MAC Address

Model

Serial #

CPUID

UUID

VM License
VM Mode

10.1.0.4 (DHCP)
255.255.255.0

10.1.0.1

unknown
feB0::20d:3aff:fec0:cbff/64

00:0d:3a:60:cb:ff
PA-VM
A74AB2C5776C0ES

AZRPAYG:vm300bnd2

74A82C57-76C0-E546-9B51-
9F1327575F58

VM-300
Microsoft Azure

If you plan to use the firewall offline, please select the Offline checkbox and enter the PAN-OS
version you plan to use.

Agree and Submit to accept the EULA and register the firewall.

Verify that the details on the licenses you purchased are displayed on the Assets page of the support
portal.
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License the VM-Series Firewall Switch Between the BYOL and the PAYG Licenses

There is no migration path between the BYOL and PAYG licensing options. If you have already deployed and
configured a VM-Series firewall with the PAYG or BYOL option in AWS or Azure, and now want to switch
to the other option, use the following instructions to save and export the configuration on your existing
firewall, deploy a new firewall, and then restore the configuration on the new firewall.

Switch Between the PAYG License and the BYOL License

Save a backup of the current Select Device > Setup > Operations and
configuration file and store it to an Export named configuration snapshot.

external server. Select the XML file that contains your running

configuration (for example,
running-config.xml) and click OK to export
the configuration file.

Save the exported file to a location external
to the firewall.

Deploy a new firewall and register or For a new PAYG instance:

activate the license, as appropriate. In the AWS or Azure Marketplace, select the
software image for the PAYG licensing
bundle you want to deploy.

Deploy a new VM-Series firewall in the AWS
or Azure public cloud. See Set Up the
VM-Series Firewall on AWS or Set up the
VM-Series Firewall on Azure.

Register the Usage-Based Model of the
VM-Series Firewall in AWS and Azure (no
auth code).

For a new BYOL instance:

Contact your sales representative or reseller
to purchase a BYOL license, and get a BYOL
auth code that you can use to license your
firewall.

Register the VM-Series Firewall (with auth
code).

Deploy a new VM-Series firewall in the AWS
or Azure public cloud. See Set Up the

VM-Series Firewall on AWS or Set up the
VM-Series Firewall on Azure.

Activate the License for the VM-Series
Firewall (Standalone Version).
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Switch Between the PAYG License and the BYOL License

On the newly deployed firewall, restore Access the web interface of the newly
the configuration that you exported. deployed firewall.

Select Device > Setup > Operations, click
Import named configuration snapshot,
Browse to the configuration file on the
external host, and click OK.

Click Load named configuration snapshot,
select the Name of the configuration file you
just imported, and click OK.

Click Commit to overwrite the running
configuration with the snapshot you just
imported.

Verify that the configuration on the new
firewall matches the firewall that you are
replacing, before you delete the firewall or
deactivate the licenses on the replaced
firewall.
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To activate the license on your VM-Series firewall, you must have deployed the VM-Series firewall and
completed initial configuration. To deploy the firewall, see VM-Series Deployments.

Use the instructions in this section for all the BYOL models including AWS and Azure; for usage-based
licensing in AWS and Azure, you do not need to activate the license. For the usage-based licenses, you must
Register the Usage-Based Model of the VM-Series Firewall in AWS and Azure (no auth code) in order to
activate your premium support entitlement.

For usage-based models of the VM-Series firewall in the AWS Marketplace, instances with short and long AWS
instance IDs are supported.

Until you activate the license on the VM-Series firewall, the firewall does not have a serial number, the MAC
address of the dataplane interfaces are not unique, and only a minimal number of sessions are supported.
Because the MAC addresses are not unique until the firewall is licensed, to prevent issues caused by
overlapping MAC addresses, make sure that you do not have multiple, unlicensed VM-Series firewalls.

When you activate the license, the licensing server uses the UUID and the CPU ID of the virtual machine to
generate a unique serial number for the VM-Series firewall. The capacity auth code in conjunction with the
serial number is used to validate your entitlement.

After you license a VM-Series firewall, if you need to delete and redeploy the VM-Series firewall, make sure to
Deactivate the License(s) on the firewall. Deactivating the license allows you to transfer the active licenses to a new
instance of the VM-Series firewall without help from technical support.

A Activate the License for the VM-Series Firewall (Standalone Version)

A Activate the License for the VM-Series Firewall for VMware NSX

Activate the License for the VM-Series Firewall (Standalone Version)

To activate the license on your VM-Series firewall, you must have deployed the VM-Series firewall and
completed initial configuration.

Activate the License

¢ If your VM-Series firewall has direct internet Select Device >Licenses and select the Activate feature using
access. authentication code link.
To activate the license, the firewall must be Enter the capacity auth code that you registered on the
configured with an IP address, netmask, default support portal. The firewall will connect to the update server
gateway, and DNS server IP address. (updates.paloaltonetworks.com), and download the license

and reboot automatically.

Log back in to the web interface and confirm that the
Dashboard displays a valid serial number. If the term Unknown
displays, it means the device is not licensed.

On Device > Licenses, verify that PA-VM license is added to
the device.
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License the VM-Series Firewall

Activate the License (Continued)

o If your VM-Series firewall does not have
internet access.

Select Device > Licenses and click the Activate Feature using
Auth Code link.

Click Download Authorization File, and download the
authorizationfile.txt on the client machine.

Copy the authorizationfile.txt to a computer that has access to
the internet and log in to the support portal. Click My
VM-Series Auth-Codes link and select the applicable auth
code from the list and click the Register VM link.

On the Register Virtual Machine tab upload the authorization
file. Select the PAN-OS version and the hypervisor on which
you have deployed the firewall, to complete the registration
process. The serial number of your VM-Series firewall will be
attached to your account records.

Authorization Code'  VER2507
05 Release: - 0S5 Release Sehect -

Virtual Platfiorm: - Virtual Plationm Select -

Navigate to Assets > My Devices and search for the VM-Series
device just registered and click the PA-VM link. This will
download the VM-Series license key to the client machine.

Copy the license key to the machine that can access the web
interface of the VM-Series firewall and navigate to Device >
Licenses.

Click Manually Upload License link and enter the license key.
When the capacity license is activated on the firewall, a reboot
occurs.

Log in to the device and confirm that the Dashboard displays a
valid serial number and that the PA-VM license displays in the
Device > Licenses tab.

Activate the License for the VM-Series Firewall for VMware NSX

Panorama serves as the central point of administration for the VM-Series firewalls for VMware NSX and the
license activation process is automated when Panorama has direct internet access. Panorama connects to
the Palo Alto Networks update server to retrieve the licenses, and when a new VM-Series firewall for NSX
is deployed, it communicates with Panorama to obtain the license. If Panorama is not connected to the
internet, you need to manually license each instance of the VM-Series firewall so that the firewall can
connect to Panorama. For an overview of the components and requirements for deploying the VM-Series
firewall for NSX, see VM-Series for NSX Firewall Overview.
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For this integrated solution, the auth code (for example, PAN-VM-1000-HV-SUB-BND-NSX2) includes
licenses for threat prevention, URL filtering and WildFire subscriptions and premium support for the
requested period.

In order to activate the license, you must have completed the following tasks:

e Registered the auth code to the support account. If you don't register the auth code, the licensing server
will fail to create a license.

e Entered the auth code in the Service Definition on Panorama. On Panorama, select VMware Service
Manager to add the Authorization Code to the VMware Service Definition.

If you have purchased an evaluation auth code, you can license up to 5 VM-Series firewalls with
the VM-1000-HV capacity license for a period of 30 or 60 days. Because this solution allows you
to deploy one VM-Series firewall per ESXi host, the ESXi cluster can include a maximum of 5 ESXi
hosts when using an evaluation license.

The following process of activating the licenses is manual. If you have a custom script or an orchestration
service, you can use the Licensing API to automate the process of retrieving the licenses for the VM-Series
firewalls.

Activate the Licenses on the VM-Series Firewall for NSX

When Panorama has internet access (Online)

Verify that the VM-Series firewall is Log in to Panorama.

connected to Panorama. Select Panorama > Managed Devices and check that the
firewall displays as Connected.

Verify that each firewall is licensed. Select Panorama > Device Deployment > Licenses and verify that
Panorama has matched the auth code and applied the licenses to

each firewall.

If you do not see the licenses, click Refresh. Select the VM-Series
firewalls for which to retrieve subscription licenses and click OK.

When Panorama does not have internet access (Offline)

Locate the CPU ID and UUID of the From the vCenter server obtain the IP address of the
VM-Series firewall. firewall.
Log into the web interface and select Dashboard.

Get the CPU ID and the UUID for the firewall from the General
Information widget.

Activate the auth code and generate the Log in to the Palo Alto Networks Customer Support web site
license keys. with your account credentials. If you need a new account, see
Create a Support Account.

Select Assets > VM-Series Auth Codes, click Add VM-Series
Auth Codes to enter the auth code.

Select Register VM in the row that corresponds to the auth
code that you just registered, enter the CPU ID and the UUID
of the firewall and click Submit. The portal will generate a
serial number for the firewall.

Select Assets > Devices and search for the serial number.

Click the link the Actions column to download each key locally
to your laptop. In addition to the subscription license key, you
must get the capacity license and the support license keys.
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Activate the Licenses on the VM-Series Firewall for NSX

Upload the keys to the firewall. Log in to the firewall web interface.

Select Device > Licenses, and select Manually upload license
key.
Browse to select a key and click OK to install the license on the
firewall.
Install the capacity license key file (pa-vm.key) first.
When you apply the capacity license key, the
VM-Series firewall will reboot. On reboot, the firewall
will have a serial number that you can use to register
the firewall as a managed device on Panorama.

Repeat the process to install each key on the firewall.

Select Dashboard and verify that you can see the Serial # in
the General Information widget.

Add the serial number of the firewall on |Select Panorama > Managed Devices and click Add to enter the
Panorama. serial number for the VM-Series firewall for NSX. The firewall
should now be able to connect with Panorama so that it can obtain
its configuration and policy rules.
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The license deactivation process enables you to self-manage licenses. Whether you want to remove one or
more active licenses or subscriptions attributed to a firewall (hardware-based or VM-Series firewall) or you
want to deactivate the VM-Series firewall and unassign all active licenses and subscriptions, begin the
deactivation process on the firewall or Panorama (not on the Palo Alto Networks Customer Support web
site).

To successfully deactivate a license, you must install a license deactivation APl key and enable verification
of the update server identity (enabled by default). PAN-OS uses this deactivation API key to authenticate
with all update a license services. The deactivation APl is key is not required for manual license deactivation,
where there is not connectivity between the firewall and license server.

If the firewall/Panorama has internet access and can communicate with the Palo Alto Networks Licensing
servers, the license removal process completes automatically with a click of a button. If the
firewall/Panorama does not have internet access, you must complete the process manually in a two-step
process. In the first step, from the firewall or Panorama, you generate and export a license token file that
includes information on the deactivated keys. In the second step, while logged in to the Palo Alto Networks
Customer Support web site, upload the token file to dissociate the license keys from the firewall.

A Install a License Deactivation APl Key
A Deactivate a Feature License or Subscription Using the CLI

A Deactivate VM

Install a License Deactivation APl Key

Retrieve your license API key from the Customer Support Portal and install it using the CLI on the firewall
and Panorama. You must have superuser privileges on the firewall or Panorama to install the license API key.
When you install a license APl key on Panorama, Panorama pushes the APl key to its managed devices. If the
managed device has an API key installed, Panorama overwrites the old APl key with the new one.

Install the API Key

Retrieve the license deactivation API key from the Customer Support Portal.
Log in to the Customer Support Portal.
From the Go To drop-down, select License API.
Copy the API key.

BNREY comPANY ACCOUNT | MEMBERS | ASSETS ‘i@—"" >

CURRENT ACCOUNT @ — ap
TO0LS o
CASE MANAGEMENT > s

CURRENT ROLES PAN-DB URL CATEGORIZATION > il

Wildfire Users"

SOFTWARE UPDATES >
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Install the API Key

Use the CLI to install the API key copied in the previous step.
request license api-key set key <key>

After installing the license deactivation API key, Deactivate VM as normal.
Deactivating a VM-Series license requires a software restart.

If you need to replace an license deactivation API key, use the following CLI command to delete an installed API key.

request license api-key delete
To deactivate a VM-Series firewall after deleting the API key, you must install a new one.

Deactivate a Feature License or Subscription Using the CLI

If you accidentally installed a license/subscription on a firewall and need to reassign the license to another
firewall, you can deactivate an individual license and re-use the same authorization code on another firewall
without help from Technical Support. This capability is supported on the CLI only; this process is supported
both on the hardware-based firewalls and on the VM-Series firewall.

Deactivate a Feature License or Subscription Using the CLI

Log into the CLI on the firewall.

If your firewall has direct internet access, use the following commands:
View the name of the license key file for the feature you want to deactivate.

request license deactivate key features ?

Deactivate the license or subscription.
request license deactivate key features <name> mode auto
where, name is the full name for the license key file.
For example:
admin@vmPAN2> request license deactivate key features
WildFire License 2015 01 28 I5820573.key mode auto
007200002599 WildFire License Success
Successfully removed license keys

If your firewall does not have direct internet access, use the following commands:
View the name of the license key file for the feature you want to deactivate.

request license deactivate key features

Deactivate the license manually.
request license deactivate key features <name> mode manual
For example:

admin@PA-VM> request license deactivate key features
PAN DB URL Filtering 2015 01 28 I6134084.key mode manual

Successfully removed license keys
dact 11c.01282015.100502.tok
The token file uses the format dact lic.timestamp.tok, where the timestamp is in the

dmmyyyy.hrminsec format.
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Deactivate a Feature License or Subscription Using the CLI (Continued)

Step 6 Verify that the token file was generated.
show license-token-files

Step 7 Export the token file to an SCP or TFTP server and save it to your computer.
scp export license-token-file to <username@serverIP> from <token_filename>
For example:

scp export license-token-file to admin@10.1.10.55:/tmp/ from
dact 1ic.01282015.100502.tok

Step 8  Log into the Palo Alto Networks Customer Support web site.

Step 9 Click the Deactivate License(s) link on the Assets tab.

Step 10 While logged in to the Palo Alto Networks Customer Support web site, upload the token file to complete the
deactivation.

Deactivate Licenses

an craatad o

Sunmit

Deactivate VM

When you no longer need an instance of the VM-Series firewall, you can free up all active licenses—
subscription licenses, VM-Capacity licenses, and support entitlements— using the web interface, CLI, or the
XML API on the firewall or Panorama. The licenses are credited back to your account and you can use the
same authorization codes on a different instance of the VM-Series firewall.

Deactivating a VM removes all the licenses/entitlements and places the VM-Series firewall in an unlicensed
state; the firewall will not have a serial number and can support only a minimal number of sessions. Because
the configuration on the firewall is left intact, you can re-apply a set of licenses and restore complete
functionality on the firewall, if needed.

Make sure to deactivate licenses before you delete the VM-Series firewall. If you delete the firewall before
deactivating the licenses you have two options:

o If the device was managed by Panorama, you can deactivate the license from Panorama.
o If the device was not managed by Panorama, you must contact Palo Alto Networks Customer Support.
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Deactivate VM

e From the firewall 1. Log into the web interface and select Device > Licenses.
Select Deactivate VM in the License Management section.

Verify the list of licenses/entitlements that will be deactivated
on the firewall.

4. Pick one of the following options to start deactivating the VM:

e Click Continue, if the firewall can communicate directly
with the Palo Alto Networks Licensing server. You will
be prompted to reboot the firewall; on reboot the licenses
are deactivated.

e Click Complete Manually, if the firewall does not have
internet access. Click the Export license token link to save
the token file to your local computer. For example, the
token filename is
20150128_1307_dact_lic.01282015.130737.tok. You will
be prompted to reboot the firewall; on reboot the licenses
are deactivated.

5. (For the manual process only) Complete the following tasks to

register the changes with the Licensing server:

2. Log into the Palo Alto Networks Customer Support web
site.

b. Click the Deactivate License(s) link on the Assets tab.

c. While logged in to the Palo Alto Networks Customer
Support web site, upload the token file to complete the
deactivation.

Deactivate Licenses

nrama of PAR-0S Tor b gavics

Sunmit
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Deactivate VM (Continued)

e From Panorama Log in to the Panorama web interface and select Panorama >
Device Deployment > Licenses.

Click Deactivate VMs, and select the VM-Series firewall that
you want to deactivate.

Please select which Vi you would lie te deactrvate:
i)
| Dewce tame Seral amber IO ue Suppect Sebupreiad | Sewirwcct iy, [

Cateway | Peetal Caganty

Warnimg: Dy deactivating thess VHa vou will be remeoving ol licenses and entitlements From thise devices, Once these licenses bave been removed the VIt
sernes veil retain by configuration but reboat inte AN unicemsed state, Tn order s return the VM-series b2 prodaction, 8 new boemse vl need bo be applied.

Click Contiewe and Pamarama vall remeve boenses and register change vath the license server,

¥ if Fanorama does ot have acuess to the license server. & license removal file vl be created and you will be prometed to save it to
 the litenss varew

Pick one of the following options to deactivate the VM:

e Click Continue, if Panorama can communicate directly with
the Palo Alto Networks Licensing servers and can register
the changes. To verify that the licenses have been
deactivated on the firewall, click Refresh on Panorama >
Device Deployment > Licenses. The firewall is
automatically rebooted.

o Click Complete Manually, if Panorama does not have
internet access. Panorama generates a token file. Click the
Export license token link to save the token file to your local
computer. The successful completion message is displayed
on-screen, and the firewall will be automatically rebooted.

Filters | ™ = o
bl o Device tame status Result | progress etails

Successhul (1

Smmary

Progress | Pesull Scceeded 1 Result Pending 0 PResult Failed @

Details

Thes operation may take several minutes to complete

(For the manual process only) To use the token file register the
changes with the licensing server, see step 5 above.
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Deactivate VM (Continued)

Remove the deactivated VM-Series firewall as a managed
device on Panorama.
Select Panorama > Managed Devices.
Select the firewall that you deactivated from the list of
managed devices, and click Delete.
Instead of deleting the firewalls, if you prefer, you can
create a separate device group and assign the
deactivated VM-Series firewalls to this device group.
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To successfully license firewalls that do not have direct internet access, Palo Alto Networks provides a
licensing API. You can use this APl with a custom script or an orchestration service to register auth codes,
retrieve licenses attached to an auth code, renew licenses, and to deactivate all licenses on a VM-Series

firewall (Deactivate VM).

License Server

uuID +
Auth code +
. APl key
License ’
keys
Configuration pushed from Panorama
e
— =
—
— =z
S oo Register with Panorama
’ =lle L =1
_______ > &4 (V)
g
Automation -E

Data Center

The API also allows you to view the details of an auth code so that you can track the number of unused
licenses attached to an auth-code or auth-code bundle that enables you to license more than one instance
of the firewall. An auth-code bundle includes the VM-Series model, subscriptions and support in a single,
easy to order format; you can use this bundle multiple times to license VM-Series firewalls as you deploy
them.

To use the API, each support account is assigned a unique key. Each API call is a POST request, and the
request must include the API key to authenticate the request to the licensing server. When authenticated,
the licensing server sends the response in json (content-type application/json).

A Manage the Licensing APl Key
A Use the Licensing API

A Licensing API Error Codes

Manage the Licensing API Key

To get the API key required to use the licensing API, your account must have super user privileges on the support portal.
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Manage the Licensing APl Key

Get your Licensing API key. Log in to the Palo Alto Networks Support portal with an
account that has super user privileges.

Select Licensing API from the —Go To— drop-down.

Click Enable to view your key and copy it for use. Once you
generate a key, the key is enabled until you regenerate or
disable it.

Regenerate or revoke the API key. You can generate a new API key or revoke the use of the key.

o Click Regenerate to generate a new key. If you suspect that
an APl key may be compromised, you can generate a new
key, which process automatically invalidates the old key.

o Select Disable if you no longer plan to use the key.
Disabling the API key revokes it.

Use the Licensing API

The base URI for accessing the licensing API is https://api.paloaltonetworks.com/api/license; based on the
task you want to perform, for example activate licenses, deactivate licenses, or track license use—the URL
will change.

An API request must use the HTTP POST method, and you must include the API key in the apikey HTTP
request header and pass the request parameters as URL-encoded form data with content-type
application/x-www-form-urlencoded.

The API Version is optional and can include the following values—O0 or 1. If specified, it must be included in
the version HTTP request header. The current API version is 1; if you do not specify a version, or specify
version O, the request uses the current API version.

All API responses are represented in json.

Use the Licensing API

Get your Licensing API key.

Select the task you want to perform.
- Activate Licenses
- Deactivate Licenses
- Track License Usage
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Use the Licensing APl (Continued)

Activate Licenses

URL: https://api.paloaltonetworks.com/api/license/activate

Parameters: uuid, cpuid, authCode, and serialNumber.

Use these parameters to accomplish the following:

e For first time or initial license activation, provide the cpuid, uuid, auth-code in the API request.

¢ If you did not save the license keys or had a network connection trouble during initial license activation, to
retrieve the license(s) again for a firewall that you have previously activated, you can either provide the cpuid
and uuid in the API request, or provide the serial number of the firewall in the API request.

Header: apikey

Sample request for initial license activation using Curl:

curl -i -H "apikey:SAPIKEY" --data-urlencode cpuid=51060400FFFBABLF
--data-urlencode uuid=564D0ESF-3F22-5FAD-DA58-47352C6229FF --data-urlencode
authCode=I7115398 https://api.paloaltonetworks.com/api/license/activate
Sample API response:

[{"1fidField":"13365773","partidField" :"PAN-SVC-PREM-VM-300", "featureField":"Premi
um", "feature descField":"24 x 7 phone support; advanced replacement hardware
service","keyField":"m4iZEL1t3n60a+6111L71tDZTphYw48N1AMOZXutDgEXC5f5p0A52+Q0gljmAx
anB\nKOyat4FJTI4k2hWiBYz9cONuKoiaNOtAGhJvAuZmYgghAzejKueWrTzCulLrwxI/1Ew\nkRGR3cYG+]6
084R1itRI37m210k2v908RSEfLVi1gX28ngmcO8LcANTgbrRWAFtwVk\nluz4 7AUMXauugqwpMipouQYjk0ZL
7fTHHs1lhyL7yFjCyxBoYX0t3J1igQ00CDABADI\n91RkVPylEWTKgSXm3xpzbmC2ciUR5b235gyqdyW8eQX
KvaThuR8YyHr1Pdw/1Ajs\npyyIVFa6FufPacfB2RHApQ==\n", "auth codeField":"", "errmsgFiel
d":null, "typeField":"SUP", "regDateField":"2016-06-03T08:18:41", "startDateField":"5
/29/2016","vm _capacityField":null, "uuidField":null, "cpuidField":null, "mac_baseFiel
d":null, "mac_countField":null, "drrField":null, "expirationField":"8/29/2016
12:00:00

AM", "PropertyChanged":null}, {"1fidField":"13365774", "partidField": "PAN-VM-300-TP",
"featureField":"Threat Prevention","feature descField":"Threat

Prevention", "keyField":"NgaXoaFG+9qj0t9Vu7FBMizDArj+pmFaQEd6I20gfBfAibXrvuoFKeXX/K
2yXtrl\n2qJhNg3kwXBDxnl81z3nrU0sQd/eW68dyp4 jbIMfAWEMBm1nCyLhDRM3EE+umS4b\ndZBRH5SAQ
jP0aON7xZ46VMFovOR+asOUJXTptS/EulbLAI7PBp3+nm04dYTF90500\ndeyl jmGoiBZ9wBkesvukg3dVv
Z7gxppDvz14+wekYEJGPEMONZyxsC5dnoxg9pciF\ncFelhnTY1mallXrCqjJcFdniHRWOOREICIKWe0g2
HGoluo2eqlXMxLOmE5t025im\nblMnhL06smrCdtXmb4jjtg==\n", "auth codeField":"", "errmsgF
ield":null,"typeField":"SUB", "regDateField":"2016-06-03T08:18:41", "startDateField"
:"5/29/2016","vm_capacityField":null,"uuidField":null, "cpuidField":null, "mac_baseF
ield":null, "mac_countField":null,"drrField":null, "expirationField":"8/29/2016
12:00:00 AM", "PropertyChanged":null}

...<truncated>

The feature_Field in the response indicates the type of key that follows in the keyField. Copy each key to a

text file and save it with the .key extension. Because the key is in json format, it does not have newlines;

make sure to convert it to newlines if needed for your parser. Make sure to name each key appropriately

and save it to the /license folder of the bootstrap package. For example, include the authcode with the type

of key to name it as 13306691 _1pa-vm.key (for the capacity license key), 13306691 _1threat.key (for the
Threat Prevention license key), I3306691_1wildfire.key (for the WildFire subscription license key).

Sample API request for retrieving previously activated licenses using Curl:

curl -i -H "apikey:SAPIKEY" --data-urlencode serialNumber=007200006142
https://api/paloaltonetworks.com/api/license/activate
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Use the Licensing APl (Continued)

Sample API response:

[{"1fidField":"13365773", "partidField":"PAN-SVC-PREM-VM-300", "featureField":"Premi
um", "feature descField":"24 x 7 phone support; advanced replacement hardware
service","keyField":"m4iZEL1t3n60a+6111L71itDZTphYw48N1AMOZXutDgEXC5f5p0A52+0gljmAx
anB\nKOyat4FJI4k2hWiBYz9cONuKoiaNOtAGhJvAuZmYggAzZejKueWrTzCulrwxI/1Ew\nkRGR3cYG+76
084R1tR937m210k2v908RSELVil1gX28ngmcO8LcANTgbrRWAFtwVk\nluz47AUMXauugqwpMipouQYjk0ZL
7TfTHHs1hyL7yFjCyxBoYXOt3JigQ00CDABADI \n91RkVPy1EWTKgSXm3xpzbmC2ciUR5b235gyqdyW8eQX
KvaThuR8YyHr1Pdw/1Ajs\npyyIVFabFufPacfB2RHApQ==\n", "auth codeField":"","errmsgFiel
d":null, "typeField":"SUP", "regDateField":"2016-06-03T08:18:41","startDateField":"5
/29/2016","vm _capacityField":null, "uuidField":null, "cpuidField":null, "mac_baseFiel
d":null, "mac _countField":null,"drrField":null,"expirationField":"8/29/2016
12:00:00

AM", "PropertyChanged":null}, {"1fidField":"13365774", "partidField":"PAN-VM-300-TP",
"featureField":"Threat Prevention","feature descField":"Threat

Prevention", "keyField":"NgaXoaFG+9qjO0t9Vu7FBMizDArj+pmFaQEd6I20gfBfAibXrvuoFKeXX/K
2yXtrl\n2qJdhNg3kwXBDxnl181z3nrU0sQd/eW68dyp4 jbIMfAWEMBm1nCyLhDRM3EE+umS4b\ndZBRH5AQ
jP0aON7xZ46VMFovOR+asOUJXTptS/EulbLAT 7PBp3+nm04dYTF90500\ndeyljmGoiBZ 9wBkesvukg3dv
Z7gxppDvz14+wekYEJqPEMONZyxsC5dnoxg9pciF\ncFelhnTY1lmallXrCqjJcFdniHRWOOREICIKWeOg2
HGoluo2eqlXMxLOmE5t025im\nblMnhL06smrCdtXmb4jjtg==\n", "auth codeField":"","errmsqgF
ield":null, "typeField":"SUB", "regDateField":"2016-06-03T08:18:41","startDateField"
:"5/29/2016","vm_capacityField":null,"uuidField":null, "cpuidField":null, "mac baseF
ield":null, "mac_countField":null, "drrField":null, "expirationField":"8/29/2016
12:00:00 AM", "PropertyChanged":null}

...<truncated>

Deactivate Licenses

URL: https://api.paloaltonetworks.com/api/license/deactivate

Parameters: encryptedToken

To deactivate the license(s) on a firewall that does not have direct internet access, you must generate the license
token file locally on the firewall and then use this token file in the API request. For details on generating the license
token file, see Deactivate VM or Deactivate a Feature License or Subscription Using the CLI.

Header: apikey

Request: https://api.paloaltonetworks.com/api/license/deactivate?encryptedtoken@<token>

Sample API request for license deactivation using Curl:

curl -i -H "apikey:$APIKEY" --data-urlencode

encryptedtoken@dact 1ic.05022016.100036.tok
https://api.paloaltonetworks.com/api/license/deactivate

Sample API response:

[{"serialNumField":"007200006150", "featureNameField":"", "issueDateField":"", "succe
ssField":"Y", "errorField":null, "isBundleField":null, "PropertyChanged":null}, {"seri
alNumField":"007200006150", "featureNameField":"", "issueDateField":"", "successField
"."y", "errorField":null, "isBundleField":null, "PropertyChanged":null}, {"serialNumFi
eld":"007200006150", "featureNameField":"", "issueDateField":"", "successField":"Yy", "
errorField":null,"isBundleField":null, "PropertyChanged":null}, {"serialNumField":"0
07200006150", "featureNameField":"", "issueDateField":"", "successField":"Y", "errorFi
eld":null,"isBundleField":null, "PropertyChanged":null}, {"serialNumField":"00720000
6150", "featureNameField":"", "issueDateField":"", "successField":"Y", "errorField" :nu
11,"isBundleField":null, "PropertyChanged":null}, {"serialNumField":"007200006150","
featureNameField":"", "issueDateField":"", "successField":"Y","errorField":null, "isB
undleField":null, "PropertyChanged":null}]$
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License the VM-Series Firewall Licensing API

Use the Licensing APl (Continued)

Track License Usage

URL: https://api.paloaltonetworks.com/api/license/get
Parameters: authCode

Header: apikey

Request: https://api.paloaltonetworks.com/api/license/get?authCode=<authcode>
Sample API request for tracking license usage using Curl:

curl -i -H "apikey:SAPIKEY" --data-urlencode authcode=I9875031
https://api.paloaltonetworks.com/api/license/get

Sample API response:

HTTP/1.1 200 OK

Date: Thu, 05 May 2016 20:07:16 GMT

Content-Length: 182

{"AuthCode":"I19875031","UsedCount":4, "TotalVMCount":10, "UsedDeviceDetails": [{"UUID
":"420006BD-113D-081B-F500-2E7811BESOC
9", "CPUID":"D7060200FFFBABIF", "SerialNumber":"007200006142"}]1}.....

Licensing API Error Codes

The HTTP Error Codes that the licensing server returns are as follows:

e 200 Success

e 400 Error

e 401 Invalid API Key
e 500 Server Error
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Licenses for Cloud Security Service Providers (CSSPs) License the VM-Series Firewall

The Palo Alto Networks CSSP partners program allows service providers to provide security as a service or
as a hosted application to their end customers. The license offerings that Palo Alto Networks provides for
authorized Cloud Security Service Provider (CSSP) partners is different from the offerings for enterprise
users.

For CSSP partners, Palo Alto Networks supports a usage-based model for the VM-Series firewalls bundled
with subscriptions and support. For CSSP partners, you can combine a term-based capacity license for the
VM-Series Models along with a choice of subscription licenses for Threat Prevention, URL Filtering,
AutoFocus, GlobalProtect, and WildFire, and support entitlements that provide access to technical support
and software updates. For cost-effectiveness, you can also opt for a high availability (HA) option, if you plan
on deploying the firewalls in an HA configuration.

A Get the Auth Codes for CSSP License Packages
A Register the VM-Series Firewall with a CSSP Auth Code

A Add End-Customer Information for a Registered VM-Series Firewall

Get the Auth Codes for CSSP License Packages

To be a CSSP Partner, you have to enroll in the Palo Alto Networks CSSP partners program. For information
on enrolling in the CSSP program, contact your Palo Alto Networks Channel Business Manager. If you are
enrolled, the Palo Alto Network Support portal provides tools that allow you to select a license package,
track license usage, and apply license entitlements.

A license package is a combination of the following options:
e Usage term—The pay-per-use options are hourly, monthly, 1-year, and 3-years.

o VM-Series firewall model—The VM-100, VM-200, VM-300, and VM-1000-HV that give you the model
number and the capacities associated with each model.

e Subscription bundle—The three options are basic, bundle 1, and bundle 2. The basic option does not
include any subscriptions; bundle 1 has the Threat Prevention license that includes IPS, AV, malware
prevention; bundle 2 has the Threat Prevention (includes IPS, AV, malware prevention), GlobalProtect,
WildFire, and PAN-DB URL Filtering licenses.

e Level of support—Premium support or backline support.

e Redundant firewalls—The option are either high availability (HA) or without HA. This option is a
cost-effective option if you plan to deploy a pair of redundant firewalls.

The offering PAN-VM-300-SP-PREM-BND1-YU, for example, is a one-year term package that includes the
VM-300 with premium support and the subscription bundle 1. Each package supports up to a maximum of
10,000 instances of the VM-Series firewall.

After you select your license package, you receive an email with your auth code; the fulfillment process can
take up to 48 hours.

Get the Auth Codes for the CSSP License Packages

Log in to the Palo Alto Networks Customer Support web site with your account credentials. If you need a
new account, see Create a Support Account.
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